US009092598B2

a2z United States Patent (10) Patent No.: US 9,092,598 B2
Hsu et al. (45) Date of Patent: Jul. 28, 2015
(54) VERSION-BASED SOFTWARE PRODUCT (56) References Cited
ACTIVATION

U.S. PATENT DOCUMENTS

(75) Inventors: Wen-Pin Scott Hsu, Redmond, WA 5.790.664 A 8/1998 Coley et al.

(US); Tarik Soulami, Redmond, WA 7,552,341 B2*  6/2009 Chenetal. ......cccooco.co. 713/187
(US); Richard S. Eizenhoefer, 2004/0143746 Al 7/2004 Ligeti et al.

e 2006/0059571 Al*  3/2006 Chenetal. ...ccccoccoociiir., 726/29
Boflheu’ (\1VA (US): Anil Bazaz, 2006/0116966 Al*  6/2006 Pedersenetal. ........... 705/59
Redmond, WA (US); Thomas J. Layson, 2008/0301447 Al 12/2008 Hughes et al.
Monroe, WA (US); Josue L Noriega de Continued
la Vega, Sammamish, WA (US) (Continued)

OTHER PUBLICATIONS

(73) Assignee: Microsoft Technology Licensing, LL.C,

Tuunanen, et al., “ASLA: Reverse Engineering Approach for Soft-
Redmond, WA (US)

ware License Information Retrieval”, Retrieved at <<http:/
) ) ) ) ) ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=01602380>>, Pro-
(*) Notice: Subject to any disclaimer, the term of this ceedings of the Conference on Software Maintenance and

patent is extended or adjusted under 35 Reengineering (CSMR’06), Mar. 22-24, 2006, pp. 4.
U.S.C. 154(b) by 1150 days.

(Continued)
(21) Appl. No.: 12/512,602 Primary Examiner — James D Nigh
) (74) Attorney, Agent, or Firm — Timothy Churna; Kate
(22) Filed: Jul. 30, 2009 Drakos; Micky Minhas
(65) Prior Publication Data 67 ABSTRACT

A software license for a particular version of a software
product on a computing device includes both a branding
identifier that identifies the particular version of the software

US 2011/0030062 A1 Feb. 3, 2011

(51) Int.ClL product and component dependency information that identi-
G06Q 99/00 (2006.01) fies one or more aspects of the particular version of the soft-
GOG6F 21/12 (2013.01) ware product. To activate a software product on the comput-
GO6Q 20/00 (2012.01) ing device, the branding identifier is compared to a portion of
GO6Q 20/12 (2012.01) the software product on the computing device. If the branding
(52) US.CL identifier matches the portion of the software product, then
CPC ... GOGF 21/121 (2013.01); G060 20/00  the component dependency information is compared to one

(2013.01); GO6Q 2071235 (2013.01); GO6Q or more aspects of the software product on the computing
2220018 (2013.01) device. If the component dependency information matches

(58) Field of Classification Search the one or more aspects of the software product then the
CPC GO6Q 20/00; GO6Q 20/1235; GO6Q 2220/18 software product is activated. Otherwise, the a license state of
USPC ’ 7’05 /50. 51. 58. 59 the software product is kept unchanged.

See application file for complete search history. 31 Claims, 5 Drawing Sheets
400 402

Obtain Version Specific Marker Setting ]

404
Is Version
‘Specific Marker Set To Proper
Value?

Obtain Branding Identifier From Software ]

408

License

410

Compare Branding Identifier Ta A Portion
Of The Software Product

414

Obtain Component Dependency
Informaticn From Secftware License

¢ 418

Compare Component Dependency
Information To Product

Does Gomponent
Dependency Information Match
Aspects Of The Product? 320

Activate Software
Product

406

oftware Product

License State
Unchanged



US 9,092,598 B2
Page 2

(56) References Cited OTHER PUBLICATIONS
U.S. PATENT DOCUMENTS

“Logic Protect”, Retrieved at <<http://www.supershareware.com/
2008/0319779 Al* 12/2008 Hughes etal. ........cccoonon.... 705/1 info/logic-protect. html>>, Nov. 27, 2006, pp. 3.
2009/0119779 Al 5/2009 Dean et al.
2010/0281102 Al* 11/2010 Chintaetal. .................. 709/203 * cited by examiner



U.S. Patent Jul. 28, 2015 Sheet 1 of 5 US 9,092,598 B2

100
104 . 106 ~
Software Software
License Product
102

Device Manufacturer

108\
{ Computing Device ]

With Embedded
License And Product

Fig. 1



U.S. Patent Jul. 28, 2015 Sheet 2 of 5 US 9,092,598 B2
200 N
202 _\,\ Computing Device ) 208
212 —\\( Software Product | Version Specific
\\( Ve Marker 206
Components Soft Protecti )
And Modules oftware Protection

Service Module

Software License

Branding Identifier

Component
Dependency
Information

/

L 204
L 214

— 216

Fig. 2



U.S. Patent Jul. 28, 2015 Sheet 3 of 5 US 9,092,598 B2

Obtain Branding Identifier For Version
Of Software Product

| 304

Obtain Component Dependency
Information For Version Of Software
Product

! Ve 306

[ Generate Software License Including )
Branding ldentifier And Component
Dependency Information

Fig. 3



U.S. Patent Jul. 28, 2015 Sheet 4 of 5 US 9,092,598 B2

o
o

=0 402

Obtain Version Specific Marker Setting ]

404

Is Version
Specific Marker Set To Proper
Value?

No

4
/—08

r ™

Obtain Branding Identifier From Software
License

! /—410

Compare Branding Identifier To A Portion
Of The Software Product

A

412

Does
Branding ldentifier Match The
Portion?

No

Yes /—414

Obtain Component Dependency
Information From Software License

Compare Component Dependency
Information To Product

418

Does Component
Dependency Information Match

Aspects Of The Product?
s 406 p 420 ~
Software Product Activate Software
License State
Product
Unchanged

Fig. 4



U.S. Patent Jul. 28, 2015 Sheet 5 of 5

(@)
(@)

US 9,092,598 B2

e 504

Computer Readable |

902 Media

Memory/
Processor
Storage
.
/—510
< Bus >
Y

[ I/0O Device ]

=508



US 9,092,598 B2

1
VERSION-BASED SOFTWARE PRODUCT
ACTIVATION

BACKGROUND

Software manufacturers oftentimes desire to protect the
software products they develop so that only authorized users
are permitted to access the software products. One technique
developed for enforcing such protection is to have the com-
puter on which a software product is installed access a remote
server in order to activate the software product. While such
protection can be useful, it is not without its problems. One
such problem is that due to their design and/or physical loca-
tions some computers do not have access to the remote server,
making it difficult for such computers to access the remote
server to activate the software product.

SUMMARY

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter.

In accordance with one or more aspects, a branding iden-
tifier that identifies a particular version of a software product
is obtained from a software license of the computing device.
The branding identifier is compared to a portion of the soft-
ware product on the computing device, and if the branding
identifier does not match the portion of the software product
then the license state of the software product is kept
unchanged. However, if the branding identifier matches the
portion of the software product, then component dependency
information identifying one or more aspects of the particular
version of the software product is obtained from the software
license. The component dependency information is compared
to one or more aspects of the software product on the com-
puting device. If the component dependency information
matches the one or more aspects of the software product then
the software product is activated, otherwise the license state
of the software product is kept unchanged.

In accordance with one or more aspects, both a branding
identifier and component dependency information are
obtained for a particular version of a software product. The
branding identifier identifies a particular version of a software
product, and the component dependency information identi-
fies one or more aspects of the particular version of the soft-
ware product. A software license is generated including both
the branding identifier and the component dependency infor-
mation.

BRIEF DESCRIPTION OF THE DRAWINGS

The same numbers are used throughout the drawings to
reference like features.

FIG. 1 illustrates an example system implementing the
version-based software product activation in accordance with
one or more embodiments.

FIG. 2 is a block diagram illustrating an example comput-
ing device implementing the version-based software product
activation in accordance with one or more embodiments.

FIG. 3 is a flowchart illustrating an example process for
generating a software license in accordance with one or more
embodiments.
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FIG. 4 is a flowchart illustrating an example process for
version-based software product activation in accordance with
one or more embodiments.

FIG. 5 illustrates an example computing device that can be
configured to implement the version-based software product
activation in accordance with one or more embodiments.

DETAILED DESCRIPTION

Version-based software product activation is discussed
herein. A software product can be activated on a computing
device without any communication with a remote activation
service. A software license on the computing device includes
both a branding identifier and component dependency infor-
mation. The branding identifier identifies a particular version
of a software product, and the component dependency infor-
mation identifies one or more aspects of that particular ver-
sion of the software product.

To activate the software product on the computing device,
the branding identifier is compared to a portion of the soft-
ware product (e.g., part of a file of the software product) on
the computing device and a determination is made as to
whether the branding identifier matches the portion of the
software product. Subsequently, the component dependency
information is compared to one or more aspects of the soft-
ware product on the computing device and a determination is
made as to whether the component dependency information
matches the one or more aspects of the software product. If
both the branding identifier matches the portion of the soft-
ware product and the component dependent information
matches the one or more aspects of the software product, then
the version of the software product on the computing device
is deemed to be the particular version of the software product
to which the software license corresponds and the software
product on the computing device is activated. Otherwise, the
software product license state on the computing device
remains unchanged.

FIG. 1 illustrates an example system 100 implementing the
version-based software product activation in accordance with
one or more embodiments. System 100 includes a device
manufacturer 102 that obtains a software license 104 and a
software product 106. Device manufacturer 102 can generate
license 104 and/or product 106, or alternatively obtain one or
both of license 104 and product 106 from another source.
Software product 106 can be a variety of different types of
software products, such as an operating system, a game or
other recreational product, a business product (e.g., word
processing product, spreadsheet product, database product,
etc.), audio and/or video processing or playback product, and
so forth.

Software product 106 is a particular version of a software
product. Software manufacturers oftentimes have multiple
different versions of the same software product, with different
versions offering different functionality and/or benefits. For
example, a particular operating system product may have
multiple different versions ranging from a base version that is
least expensive and offers basic functionality to an enhanced
version that is most expensive and offers more functionality
than the base version. One or more additional versions can
also exist between these base and enhanced versions. Soft-
ware license 104 is a license associated with a particular
version of software product 106 that allows a computing
device to activate and use that particular version of software
product 106.

Device manufacturer 102 represents one or more comput-
ing or other devices, as well as optionally individuals or other
services, that manufacture a computing device 108. This
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manufacturing can include assembling and/or building one or
more components as well as adding software products to
computing devices, resulting in computing device 108. Soft-
ware license 104 as well as software product 106 are embed-
ded in computing device 108. Accordingly, computing device
108 can be subsequently used by a user, and software product
106 activated by computing device 108 without any commu-
nication with another server or service, as discussed in more
detail below.

Computing device 108 can be a variety of different devices
capable of running software product 106. For example, com-
puting device 108 can be a desktop computer, a mobile sta-
tion, an entertainment appliance, a set-top box communica-
tively coupled to a display device, a cellular or other wireless
phone, a game console, an automotive computer, and so forth.
Thus, computing device 108 may range from a full resource
device with substantial memory and processor resources
(e.g., personal computers, game consoles) to a low-resource
device with limited memory and/or processing resources
(e.g., traditional set-top boxes, hand-held game consoles).

FIG. 2 is a block diagram illustrating an example comput-
ing device 200 implementing the version-based software
product activation in accordance with one or more embodi-
ments. Computing device 200 can be, for example, a comput-
ing device 108 of FIG. 1. Analogous to computing device 108,
computing device 200 can be a variety of different devices.

Computing device 200 includes a software product 202, a
software license 204, a software protection service module
206, and a version specific marker 208. Computing device
200 can also optionally include other components and/or
modules to provide additional functionality, although such
components and/or modules are not shown in FIG. 2 so as to
avoid cluttering the drawings.

Software product 202 is a particular version of a software
product. Although discussed herein as software, it is to be
appreciated that product 202 can be implemented as, or
include, firmware. Software product 202 includes one or
more components or modules 212 that include various
instructions that are executed by one or more processors of
computing device 200 and/or various data that is used during
execution of the instructions. Software product 202 is typi-
cally installed or otherwise included on computing device
200 by the manufacturer or distributor of device 200, and thus
software product 202 is also referred to as an embedded
software product. Software product 202 can be a variety of
different types of software products, analogous to the discus-
sion above regarding software product 106 of FIG. 1.

In order to license software product 202, product 202 is
activated by software protection service module 206. This
activation refers to a verification that a software license is
present on computing device 200 that corresponds to the
particular version of software product 202 that is present on
computing device 200. This activation is performed by mod-
ule 206 without needing to access any external or remote
activation service, device, individual, and so forth. Module
206, or alternatively another component or module of com-
puting device 200, prevents software product 202 from being
licensed unless software product 202 is activated by module
206. Once licensed, product 202 can be run on computing
device 200. Product 202 can optionally be allowed to run for
a limited amount of time and/or with limited functionality
until activated. Software protection service module 206 deter-
mines whether to activate software product 202 based on
software license 204, software product 202, and optionally
version specific marker 208.

Software license 204 is a software license corresponding to
software product 202. Software license 204 is, for example, a
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software license 104 of FIG. 1. Software license 204 is typi-
cally included on computing device 200 by the manufacturer
or distributor of device 200, and thus software license 204 is
also referred to as an embedded software license.

Software license 204 includes a branding identifier 214 and
component dependency information 216. Branding identifier
214 and component dependency information 216 are used by
software protection service module 206 to associate software
license 204 with software product 202, and to allow software
product 202 to be activated on computing device 200. Soft-
ware protection service module 206 can be implemented in
software, firmware, hardware, or combinations thereof.

As discussed in more detail below, software protection
service module 206 can determine whether software license
204 is a software license for the version of the software
product that is included on computing device 200 as software
product 202. Module 206 can make such a determination
without accessing a remote activation service or individual. If
software license 204 is a software license for the version of
the software product that is included on computing device
200 as software product 202, then module 206 activates soft-
ware product 202 (or otherwise indicates that software prod-
uct 202 can be activated). This activation of software product
202 also results in a license state of software product 202
being changed (e.g., to indicate that software product 202 is
activated). The license state of software product 202 can be
maintained in different locations in computing device 200,
such as in license state store maintained by software protec-
tion service module 206, as part of software license 204, as
part of software product 202, and so forth.

However, if software license 204 is not a software license
for the version of the software product that is included on
computing device 200 as software product 202, then module
206 keeps the license state of software product 202
unchanged. Keeping the license state of software product 202
unchanged refers to not altering the license state, such as by
not activating software product 202 (or otherwise indicating
that software product 202 is not to be activated). Depending
on the terms or conditions of software license 204, product
202 can optionally still be allowed to run for a limited amount
of'time and/or with limited functionality even though product
202 is not activated.

Branding identifier 214 identifies a particular version of
software product 202. Different versions of a software prod-
uct typically include at least some components or modules
that differ from one another. These differences can be, for
example, different instructions, different instruction orders,
different data, and so forth. Branding identifier 214 identifies
at least part of one or more components or modules that is
present in one or more components or modules of a particular
version of software product 202 but is not present in compo-
nents or modules of other versions of software product 202.
This allows the particular version of software product 202 to
be distinguished from other versions of software product 202
based on branding identifier 214.

In one or more embodiments, branding identifier 214 is a
string of characters obtained from a dynamic link library
(DLL) or other binary file of a component or module of
software product 202. Software protection service module
206 is aware of the particular portion of the software product
to which the string corresponds, such as by being pre-config-
ured with an indication of the particular portion, by obtaining
an indication of the particular location from software license
204, by obtaining an indication of the particular location from
another component or module, and so forth. Software protec-
tion service module 206 obtains a string of characters from
the particular portion of software product 202. Alternatively,
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the string obtained from software product 202 can be gener-
ated by concatenating (or combining in other manners) char-
acters from multiple different portions of software product
202. Module 206 compares the string in branding identifier
214 to the string of characters obtained from the software
product 202 and determines if the two strings match. The two
strings match if the two strings of characters are the same (or
at least particular portions of the two strings are the same or a
threshold number of characters in the two strings are the
same) and/or other criteria specified in the license are met.

If the two strings match, then software protection service
module 206 determines that a first part of the process for
activating software product 202 is successful. If the two
strings do not match, then software protection service module
206 determines that software license 204 does not correspond
to the version of the software product that is software product
202, and thus software product 202 is left un-activated (the
license state of software product 202 is kept unchanged).

This first part of the process for activating software product
202 can be performed by module 206 regardless of whether
software product 202 is installed on computing device 200.
For example, one or more files used to install software prod-
uct 202 on computing device 200 can be used as the portion of
software product 202 that is compared to branding identifier
214. Alternatively, this first part of the process for activating
software product 202 can be performed by module 206 after
software product 202 is installed on computing device 200.
For example, one or more files of software product 202 as
installed on computing device 200 can be used as the portion
of software product 202 that is compared to branding identi-
fier 214.

A second part of the process for activating software product
202 involves component dependency information 216. This
second part is typically performed after software product 202
is installed on computing device 200. Alternatively, this sec-
ond part can be performed before software product 202 is
installed on computing device 200 (e.g., by analyzing instal-
lation information indicating what changes are made to com-
puting device 200 when software product 202 is installed on
computing device 200).

Component dependency information 216 identifies one or
more aspects of a particular version of software product 202.
The aspects of a particular version can take a variety of
different forms, such as the presence of particular files, the
size or content of particular files, particular settings in an
operating system registration store (e.g., an operating system
registry), the presence of a particular component or module as
part of the software product, a maximum number of proces-
sors supported by the software product, a particular image or
logo displayed to represent the software product to a user, and
so forth.

Different versions of a software product typically include
atleast some aspects that difter from one another. Component
dependency information 216 identifies one or more aspects of
aparticular version of software product 202 (the same version
that branding identifier 214 identifies) that are not aspects of
other versions of software product 202. This allows the par-
ticular version of software product 202 to be distinguished
from other versions of software product 202 based on com-
ponent dependency information 216.

Software protection service module 206 is aware of the
particular aspects of software product 202 that are identified
by component dependency information 216, such as by being
pre-configured with an indication of the one or more aspects,
by obtaining an indication of the one or more aspects from
software license 204, by obtaining an indication of the one or
more aspects from another component or module, and so
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forth. Software protection service module 206 obtains the one
or more aspects of software product 202 and compares the
one or more aspects in component dependency information
216 to the one or more aspects of software product 202 and
determines if the aspects match.

An aspect identified in software license 204 can be com-
pared to an aspect of software product 202 in a variety of
different manners. The specific manner used for the compari-
son can vary based on implementation as well as the specific
aspect. For example, the comparison can be checking for the
presence of a particular component or module, checking for a
particular setting or configuration value in a file or record,
attempting to invoke particular functionality, checking for the
presence or size of a particular file, and so forth.

Whether aspects match can be determined in different
manners based on the specific aspects, such as determining
that the aspects match if the one or more aspects in component
dependency information 216 and the one or more aspects of
software product 202 are the same, or by determining the
aspect identified in component dependency information 216
is otherwise provided by or available from software product
202.

For example, if an aspect in the software license indicates
that a setting of an operating system registration store is to
have a particular value, then the value of that operating system
registration store setting is compared to the value in the soft-
ware license. If the two values are the same then the aspects
match; otherwise the aspects do not match. By way of another
example, if an aspect in the software license indicates that the
version of the software product is to include a particular
module or functionality, then a check is made as to whether
the software product includes that particular module or func-
tionality. If the software product includes that particular mod-
ule or functionality, then the aspects match; otherwise the
aspects do not match. By way of yet another example, if an
aspect in the software license indicates that the version of the
software product is to support a particular maximum number
of processors, then a check is made as to whether a setting or
configuration value of the software product that identifies the
maximum number of processors supported by the software
product is the same as the maximum number of processors
indicated in the software license. If the two maximum number
of processor values are the same then the aspects match;
otherwise the aspects do not match.

Ifthe aspects match, then software protection service mod-
ule 206 determines that the second part of the process for
activating software product 202 is successful. If the aspects
do not match, then software protection service module 206
determines that software license 204 does not correspond to
the version of the software product that is software product
202, and thus software product 202 is left un-activated (the
license state of software product 202 is kept unchanged).

In one or more embodiments, the timing of when the sec-
ond part of the process for activating software product 202 is
performed can vary. For example, the timing of when the
comparison of the one or more aspects in this second part of
the process is performed can be a random timing (e.g., deter-
mined based on a pseudo-random number generator), a tim-
ing determined according to some other rule or algorithm, and
so forth. By varying the timing of when the comparison of the
one or more aspects in this second part of the process is
performed, the difficulty encountered if a malicious user were
to attempt to circumvent the version-based software product
activation discussed herein increases because such a mali-
cious user would not have knowledge of when the comparison
is performed. In other embodiments, the timing of when the
second part of the process for activating software product 202
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is performed is a fixed amount of time after the first part of the
process for activating software product 202 is performed.

Furthermore, the comparison of the one or more aspects in
this second part of the process can be performed multiple
times. These multiple times can be separated by regular or
irregular time intervals, and the intervals between different
comparisons can optionally vary. Additionally, each of these
times that the comparison is made, the comparison can be
made based on the same one or more aspects or alternatively
different aspects or groupings of aspects. By performing the
comparison multiple times, the difficulty encountered if a
malicious user were to attempt to circumvent the version-
based software product activation discussed herein increases
because such a malicious user would not have knowledge of
which aspects are compared at which times.

The result of performing this comparison of aspects mul-
tiple times can be used by software protection service module
206 in different manners. For example, module 206 can tem-
porarily activate the software product after the first compari-
son is performed, but not fully activate the software product
until after the multiple additional comparisons are performed
(and the aspects match in each comparison). Such temporary
activation can temporarily allow full functionality of the soft-
ware product, such as allowing users to use all the features of
the product until the next comparison is performed. By way of
another example, module 206 can activate the software prod-
uct after the first comparison is performed, and then subse-
quently perform multiple additional comparisons. If such a
subsequently performed comparison indicates that the
aspects do not match (e.g., the comparison fails), then an
appropriate action can be taken by module 206 (e.g., deacti-
vating the software product, reducing the functionality pro-
vided by the software product, and so forth).

In the discussions above, the first part of the process for
activating software product 206 is based on branding identi-
fier 214, and is followed by a second part of the process for
activating software product 206 that is based on component
dependency information 216. Alternatively, other orderings
of'these parts can be used. For example, the part of the process
based on component dependency information 216 can be
performed prior to the part of the process performed based on
branding identifier 214. By way of another example, a first
comparison of one or more aspects based on component
dependency information 216 can be performed, followed by
a comparison based on branding identifier 214, followed by a
second comparison of one or more aspects based on compo-
nent dependency information 216.

Software protection service module 206 can also activate
software product 202 based at least in part on a version
specific marker 208. Version specific marker 208 is set (e.g.,
on initial start-up of computing device 200) by module 206
(or alternatively another component or module) obtaining a
marker value from software license 204 and storing the
obtained marker value in a private location of device 200 (as
marker 208). Version specific marker indicates whether the
version-based software product activation discussed herein is
to be used to activate software product 202, thus allowing
software license 204 to specify whether module 206 is to
determine whether to activate software product 202 using
branding identifier 214 and component dependency informa-
tion 216 as discussed above or whether some other technique
is to be used to activate software product 202.

It version specific marker 208 is set to a proper value (e.g.,
a value that identifies the version of the software product to
which software license 204 corresponds), then module 206
determines whether software license 204 corresponds to the
version of software product 202 on computing device 200
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8

using branding identifier 214 and component dependency
information 216 as discussed above. However, if version spe-
cific marker 208 is not set to a proper value (e.g., is empty or
contains a value that does not identify the version of the
software product to which software license 204 corresponds),
then module 206 does not determine whether software license
204 corresponds to the version of software product 202 on
computing device 200 using branding identifier 214 and com-
ponent dependency information 216. Rather, module 206
uses another technique to determine whether to activate soft-
ware product 202, and/or another component or module
determines whether to activate software product 202.

In one or more embodiments, the version specific marker
208 is maintained in a protected or secure storage location of
computing device 200. This protected or secure storage loca-
tion can be, for example, a location that can be written to only
once, that can be written to only by certain components or
modules, can be written to only by a device manufacturer, and
so forth. Accordingly, once set, the version-based software
product activation discussed herein cannot be circumvented
by a malicious user by altering the value of the version spe-
cific marker 208.

In alternate embodiments, the version specific marker 208
need not be used. For example, all software products in com-
puting device 200 can be activated using the version-based
software product activation discussed herein, in which case
no check for marker 208 need be made. By way of another
example, the version-based software product activation dis-
cussed herein can be attempted for all software products, and
then other activation techniques used if the version-based
software product activation fails to activate a particular soft-
ware product. By way of yet another example, whether to use
the version-based software product activation discussed
herein for a particular software product can be identified in
software license 204, in software product 202, in module 206,
in other components or modules, and so forth.

By using branding identifier 214 and component depen-
dency information 216, it can be seen that software license
204 is effectively bound to a particular version of software
product 202. Thus, rather than being bound to a particular
computing device and/or a particular user, branding identifier
214 and component dependency information 216 allow soft-
ware license 204 to be bound to a particular version of soft-
ware product 202. If the version of software product 202 on
computing device 200 is the version to which software license
204 is bound, then software product 202 is activated by soft-
ware protection service module 206; otherwise, software
product 202 license state remains unchanged by software
protection service module 206.

FIG. 2 is discussed with reference to a single software
product 202. It is to be appreciated, however, that computing
device 200 can include multiple software products. Each of
these multiple software products has a corresponding soft-
ware license 204, and software protection service module 206
can determine whether to activate each of these multiple
software products based on the corresponding software
license as discussed above. A record of the correspondence
between a software license and software product can be main-
tained in a variety of different manners, such as a table or list
of product identifiers or locations and software license iden-
tifiers or locations, an identifier of a software product being
included in the corresponding software license, an identifier
of a software license being included in the corresponding
software product, and so forth.

Alternatively, no such record of the correspondence
between a software license and software product need be
maintained. For example, to activate a software product soft-
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ware protection service module 206 can check multiple soft-
ware licenses until a software license having a branding iden-
tifier and component dependency information that are
satisfied by the software product is found. If such a software
license is found, then module 206 activates the software prod-
uct; if no such software license is found, then module 206
leaves the software product license state unchanged.

Additionally, each of these multiple software products can
have a different corresponding version specific marker 208 to
be used to determine whether to use the version-based soft-
ware product activation discussed herein to activate the soft-
ware product. The corresponding marker 208 can be identi-
fied in different manners (e.g., identified in the software
product, identified in the software license, pre-configured in
software protection service module 206, identified by another
component or module, and so forth).

It should be noted that software protection service module
206 can also perform additional actions as part of the process
of activating software product 202. For example, the software
license 204 can be authenticated. This authentication can be
performed in different manners, such as by verifying a digital
signature over the software license (generated based on a
public/private key pair of an entity trusted by module 206).

FIG. 3 is a flowchart illustrating an example process 300
for generating a software license in accordance with one or
more embodiments. Process 300 is carried out by a device
manufacturer, such as device manufacturer 102 of FIG. 1.
Process 300 can alternatively be carried out by a computing
device on which a software product is being installed, such as
computing device 108 of FIG. 1 or computing device 200 of
FIG. 2. Process 300 can be implemented in software, firm-
ware, hardware, or combinations thereof. Process 300 is
shown as a set of acts and is not limited to the order shown for
performing the operations of the various acts. Process 300 is
an example process for generating a software license; addi-
tional discussions of generating a software license are
included herein with reference to different figures.

In process 300, a branding identifier for a version of a
software product is obtained (act 302). The branding identi-
fier can be obtained in different manners, such as being gen-
erated by the device manufacturer implementing process 300,
being obtained from a manufacturer of the software product,
being included in an installation package for the software
product, and so forth.

Additionally, component dependency information for the
version of the software product is obtained (act 304). Similar
to the branding information, the component dependency
information can be obtained in different manners, such as
being generated by the device manufacturer implementing
process 300, being obtained from a manufacturer of the soft-
ware product, being included in an installation package for
the software product, and so forth.

A software license including both the branding identifier
obtained in act 302 and the component dependency informa-
tion obtained in act 304 is generated (act 306). The software
license can also include various other information, such as
rights granted to the computing device on which the software
license is embedded, an expiration date and/or time for the
software license, a digital signature of the software license,
and so forth.

Once generated, the software license can be subsequently
stored on a computing device, such as computing device 108
of FIG. 1 or computing device 200 of FIG. 2. The software
license can optionally be stored on multiple different com-
puting devices.

FIG. 4 is a flowchart illustrating an example process 400
for version-based software product activation in accordance
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with one or more embodiments. Process 400 is carried out by
a computing device for a particular software product, such as
computing device 108 of FIG. 1 or computing device 200 of
FIG. 2, and can be implemented in software, firmware, hard-
ware, or combinations thereof. For example, process 400 can
be carried out by software protection service module 206.
Process 400 is shown as a set of acts and is not limited to the
order shown for performing the operations ofthe various acts.
Process 400 is an example process for version-based software
product activation; additional discussions of version-based
software product activation are included herein with refer-
ence to different figures.

Inprocess 400, a version specific marker setting is obtained
(act 402). This version specific marker setting can be
obtained, for example, from a protected or secure storage
location as discussed above.

A check is made as to whether the version specific marker
is set to a proper value (act 404). The marker is set to a value
that identifies a product version, and the marker is set to a
proper value if the marker is set to a value that identifies the
version of the software product to which the software license
corresponds, as discussed above. This software license is the
software license corresponding to the software product.

The version specific marker not being set to a proper value
indicates that the version-based software product activation
discussed herein is not to be performed for the software
product. Accordingly, if the version specific marker is not set
to a proper value then the module implementing process 400
does not activate the software product, keeping the software
license state unchanged (act 406).

However, if the version specific marker is set to a proper
value then a branding identifier is obtained from the software
license corresponding to the software product (act 408). This
branding identifier can be, for example, a string of characters
as discussed above.

The branding identifier obtained from the software license
is compared to at least a portion of the software product (act
410). This comparison is a check of whether the branding
identifier obtained from the software license matches the
portion of the software product as discussed above.

Process 400 then proceeds based on whether the compari-
son in act 410 indicates that the branding identifier matches
the portion of the software product (act 412). If the branding
identifier does not match the portion, then the software
license is not a valid software license for the version of the
software product for which activation is being attempted.
Accordingly, the module implementing process 400 does not
activate the software product, keeping the software product
license state unchanged (act 406).

However, if the branding identifier does match the portion,
then component dependency information is obtained from the
software license corresponding to the software product (act
414). This component dependency information can be a vari-
ety of different aspects of a particular version of the software
product as discussed above.

The component dependency information obtained from the
software license is compared to one or more aspects of the
software product (act 416). This comparison is a check of
whether the one or more aspects obtained from the software
license (the component dependency information) match the
one or more aspects of the software product as discussed
above.

Process 400 then proceeds based on whether the compari-
son in act 416 indicates that the component dependency infor-
mation matches one or more aspects of the software product
(act 418). If the component dependency information does not
match the one or more aspects of the software product, then
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the software license is not a valid software license for the
version of the software product for which activation is being
attempted. Accordingly, the module implementing process
400 does not activate the software product, keeping the soft-
ware product license state unchanged (act 406).

However, if the component dependency information does
match the one or more aspects of the software product, then
the software license is a valid software license for the version
of the software product for which activation is being
attempted. Accordingly, the module implementing process
400 indicates that the software license is validated (act 420).

It should be noted that, as discussed above a record of the
correspondence between software products and software
licenses can be maintained. Such a record can allow the
software license corresponding to the software product to be
readily identified and used in acts 408-418. Alternatively,
multiple software licenses can be checked until a software
license having a branding identifier that matches the portion
of'the software productin act 412 and component dependency
information that matches aspects of the product in 418 is
found, or until all software licenses are checked.

Thus, as can be seen from the discussions herein, the ver-
sion-based software product activation allows a software
product to be activated on a computing device without access-
ing any external service or device. A software product on the
computing device is activated if the version of the software
product is the correct version identified by the software
license. No accesses to another service or device need be
made, no phone calls to an automated system or other indi-
vidual (e.g., representing a manufacturer or designer) need be
made, and so forth. The software product can be activated in
the absence of communication with such other services, sys-
tems, or individuals.

FIG. 5 illustrates an example computing device 500 that
can be configured to implement the version-based software
product activation in accordance with one or more embodi-
ments. Computing device 500 can be, for example, comput-
ing device 108 of FIG. 1 or computing device 200 of FIG. 2,
or can implement at least part of device manufacturer 102 of
FIG. 1.

Computing device 500 includes one or more processors or
processing units 502, one or more computer readable media
504 which can include one or more memory and/or storage
components 506, one or more input/output (I/0) devices 508,
and a bus 510 that allows the various components and devices
to communicate with one another. Computer readable media
504 and/or one or more I/O devices 508 can be included as
part of, or alternatively may be coupled to, computing device
500. Bus 510 represents one or more of several types of bus
structures, including a memory bus or memory controller, a
peripheral bus, an accelerated graphics port, a processor or
local bus, and so forth using a variety of different bus archi-
tectures. Bus 510 can include wired and/or wireless buses.

Memory/storage component 506 represents one or more
computer storage media. Component 506 can include volatile
media (such as random access memory (RAM)) and/or non-
volatile media (such as read only memory (ROM), Flash
memory, optical disks, magnetic disks, and so forth). Com-
ponent 506 can include fixed media (e.g., RAM, ROM, a fixed
hard drive, etc.) as well as removable media (e.g., a Flash
memory drive, a removable hard drive, an optical disk, and so
forth).

The techniques discussed herein can be implemented in
software, with instructions being executed by one or more
processing units 502. It is to be appreciated that different
instructions can be stored in different components of com-
puting device 500, such as in a processing unit 502, in various
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cache memories of a processing unit 502, in other cache
memories of device 500 (not shown), on other computer
readable media, and so forth. Additionally, it is to be appre-
ciated that the location where instructions are stored in com-
puting device 500 can change over time.

One or more input/output devices 508 allow a user to enter
commands and information to computing device 500, and
also allows information to be presented to the user and/or
other components or devices. Examples of input devices
include a keyboard, a cursor control device (e.g., a mouse), a
microphone, a scanner, and so forth. Examples of output
devices include a display device (e.g., a monitor or projector),
speakers, a printer, a network card, and so forth.

Various techniques may be described herein in the general
context of software or program modules. Generally, software
includes routines, programs, objects, components, data struc-
tures, and so forth that perform particular tasks or implement
particular abstract data types. An implementation of these
modules and techniques may be stored on or transmitted
across some form of computer readable media. Computer
readable media can be any available medium or media that
can be accessed by a computing device. By way of example,
and not limitation, computer readable media may comprise
“computer storage media” and “communications media.”

“Computer storage media” include volatile and non-vola-
tile, removable and non-removable media implemented in
any method or technology for storage of information such as
computer readable instructions, data structures, program
modules, or other data. Computer storage media include, but
are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices,
or any other medium which can be used to store the desired
information and which can be accessed by a computer.

“Communication media” typically embody computer
readable instructions, data structures, program modules, or
other data in a modulated data signal, such as carrier wave or
other transport mechanism. Communication media also
include any information delivery media. The term “modu-
lated data signal” means a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limi-
tation, communication media include wired media such as a
wired network or direct-wired connection, and wireless
media such as acoustic, RF, infrared, and other wireless
media. Combinations of any of the above are also included
within the scope of computer readable media.

Generally, any of the functions or techniques described
herein can be implemented using software, firmware, hard-
ware (e.g., fixed logic circuitry), manual processing, or a
combination of these implementations. The terms “module”
and “component” as used herein generally represent soft-
ware, firmware, hardware, or combinations thereof. In the
case of a software implementation, the module, functionality,
or logic represents program code that performs specified
tasks when executed on a processor (e.g., CPU or CPUs). The
program code can be stored in one or more computer readable
memory devices, further description of which may be found
with reference to FIG. 5. The features of the version-based
software product activation techniques described herein are
platform-independent, meaning that the techniques can be
implemented on a variety of commercial computing plat-
forms having a variety of processors.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in
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the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What is claimed is:

1. A method comprising:

obtaining, by a computing device, a branding identifier that

previously was embedded in a software license prior to
receipt of the software license by the computing device,
the obtaining of the branding identifier comprising
obtaining the branding identifier without accessing a
source remote from the computing device, the branding
identifier identifying a particular version of a software
product;

comparing, by the computing device, the branding identi-

fier to a portion of the software product on the computing
device to determine whether the branding identifier
matches the portion of the software product;
in response to determining that the branding identifier does
not match the portion of the software product, maintain-
ing a current license state of the software product; and

in response to determining that the branding identifier
matches the portion of the software product:
obtaining, by the computing device, component depen-
dency information from the software license, the com-
ponent dependency information identifying one or more
aspects of the particular version of the software product;

comparing, by the computing device, the component
dependency information to one or more aspects of the
software product on the computing device to determine
whether the component dependency information
matches the one or more aspects of the software product;
and

in response to determining that the component dependency

information matches the one or more aspects of the
software product activating the software product, other-
wise, maintaining the current license state of the soft-
ware product.

2. A method as recited in claim 1, the comparing the com-
ponent dependency information further comprising:

checking a setting of a version specific marker on the

computing device, the version specific marker corre-
sponding to the software product; and

obtaining and comparing the branding identifier, and

obtaining and comparing the component dependency
information when the setting of the version specific
marker indicates that version-based software product
activation is to be used for the software product.

3. A method as recited in claim 1, further comprising deter-
mining a pseudo-random timing of when the comparing the
component dependency information to the one or more
aspects of the software product is to be performed.

4. A method as recited in claim 1, further comprising wait-
ing a fixed time after comparing the branding identifier to the
portion of the software product to compare the component
dependency information to the one or more aspects of the
software product.

5. A method as recited in claim 1, further comprising
repeating the comparing of the component dependency infor-
mation to the one or more aspects of the software product
multiple additional times, and deactivating the software prod-
uct in response to the comparison of the component depen-
dency information to the one or more aspects of the software
product one of the multiple additional times failing.

6. A method as recited in claim 5, wherein a first time
interval between a first comparison of the component depen-
dency information to the one or more aspects of the software
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product and a second comparison of the component depen-
dency information to the one or more aspects of the software
product is different than a second time interval between the
second comparison of the component dependency informa-
tion to the one or more aspects of the software product and a
third comparison of the component dependency information
to the one or more aspects of the software product.

7. A method as recited in claim 5, wherein each of the
multiple additional times comprises comparing a different
one or more aspects of the particular version of the software
product to one or more aspects of the software product on the
computing device.

8. A method as recited in claim 5, wherein each of the
multiple additional times comprises comparing a same one or
more aspects of the particular version of the software product
to one or more aspects of the software product on the com-
puting device.

9. A method as recited in claim 1, wherein one of the one or
more aspects comprises a setting in a registration store of an
operating system of the computing device, and the comparing
of'the component dependency information to the one or more
aspects of the software product comprises determining
whether the setting included in the component dependency
information is the same as the setting in the registration store
of the computing device.

10. A method as recited in claim 1, wherein one of the one
or more aspects comprises a presence of a particular module
of the software product, and the comparing the component
dependency information to the one or more aspects of the
software product comprises determining whether the particu-
lar module is present in the software product.

11. A method as recited in claim 1, wherein the branding
identifier comprises a string of characters that is present in the
particular version of the software product, but is not present in
any other version of the software product.

12. One or more computer-readable hardware storage
media embodying computer-readable instructions that, when
executed, implement:

obtaining a branding identifier that was previously embed-

ded in a software license prior to receipt of the software
license by the computing device, the obtaining of the
branding identifier comprising obtaining the branding
identifier without accessing a source remote from the
computing device, the branding identifier identifying a
particular version of a software product;

comparing the branding identifier to a portion of the soft-

ware product on the computing device to determine
whether the branding identifier matches the portion of
the software product;
in response to determining that the branding identifier does
not match the portion of the software product, maintain-
ing a current license state of the software product; and

in response to determining that the branding identifier
matches the portion of the software product:

obtaining component dependency information from the

software license, the component dependency informa-
tion identifying one or more aspects of the particular
version of the software product;

comparing the component dependency information to one

or more aspects of the software product on the comput-
ing device to determine whether the component depen-
dency information matches the one or more aspects of
the software product; and

in response to determining that the component dependency

information matches the one or more aspects of the
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software product then activating the software product,
otherwise, maintaining the current license state of the
software product.

13. One or more computer-readable hardware storage
media as recited in claim 12, the comparing the component
dependency information further comprising:

checking a setting of a version specific marker on the
computing device, the version specific marker corre-
sponding to the software product; and

obtaining and comparing the branding identifier, and
obtaining and comparing the component dependency
information when the setting of the version specific
marker indicates that version-based software product
activation is to be used for the software product.

14. One or more computer-readable hardware storage
media as recited in claim 12, the comparing the component
dependency information further comprising comparing the
component dependency information to the one or more
aspects of the software product at a fixed time after comparing
the branding identifier to the portion of the software product.

15. One or more computer-readable hardware storage
media as recited in claim 12, further comprising repeating the
comparing of the component dependency information to the
one or more aspects of the software product multiple addi-
tional times, and deactivating the software product in
response to the comparison of the component dependency
information to the one or more aspects of the software product
one of the multiple additional times fails.

16. One or more computer-readable hardware storage
media as recited in claim 15, wherein a first time interval
between a first comparison of the component dependency
information to the one or more aspects of the software product
and a second comparison of the component dependency
information to the one or more aspects of the software product
is different than a second time interval between the second
comparison of the component dependency information to the
one or more aspects of the software product and a third
comparison of the component dependency information to the
one or more aspects of the software product.

17. One or more computer-readable hardware storage
media as recited in claim 15, wherein each of the multiple
additional times comprises comparing a different one or more
aspects of the particular version of the software product to one
or more aspects of the software product on the computing
device.

18. One or more computer-readable hardware storage
media as recited in claim 15, wherein each of the multiple
additional times comprises comparing a same one or more
aspects of the particular version of the software product to one
or more aspects of the software product on the computing
device.

19. One or more computer-readable hardware storage
media as recited in claim 12, wherein one of the one or more
aspects comprises the presence of a particular module of the
software product, and the comparing the component depen-
dency information to the one or more aspects of the software
product comprises determining whether the particular mod-
ule is present in the software product.

20. One or more computer-readable hardware storage
media as recited in claim 12, wherein the branding identifier
comprises a string of characters that is present in the particu-
lar version of the software product but not present in other
versions of the software product.
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21. A system comprising:
one or more processors;
one or more computer-readable hardware storage media
storing instructions which, when executed by the one or
more processors, perform operations comprising:

obtaining, by acomputing device, a branding identifier that
previously was embedded in a software license prior to
receipt of the software license by the computing device,
the obtaining of the branding identifier comprising
obtaining the branding identifier without accessing a
source remote from the computing device, the branding
identifier identifying a particular version of a software
product;

comparing, by the computing device, the branding identi-

fier to a portion of the software product on the computing
device to determine whether the branding identifier
matches the portion of the software product;
in response to determining that the branding identifier does
not match the portion of the software product, maintain-
ing a current license state of the software product; and

in response to determining that the branding identifier
matches the portion of the software product:
obtaining, by the computing device, component depen-
dency information from the software license, the com-
ponent dependency information identifying one or more
aspects of the particular version of the software product;

comparing, by the computing device, the component
dependency information to one or more aspects of the
software product on the computing device to determine
whether the component dependency information
matches the one or more aspects of the software product;
and

in response to determining that the component dependency

information matches the one or more aspects of the
software product activating the software product, other-
wise, maintaining the current license state of the soft-
ware product.

22. A system as recited in claim 21, the comparing the
component dependency information further comprising:

checking a setting of a version specific marker on the

computing device, the version specific marker corre-
sponding to the software product; and

obtaining and comparing the branding identifier, and

obtaining and comparing the component dependency
information when the setting of the version specific
marker indicates that version-based software product
activation is to be used for the software product.

23. A system as recited in claim 21, further comprising
determining a pseudo-random timing of when the comparing
the component dependency information to the one or more
aspects of the software product is to be performed.

24. A system as recited in claim 21, further comprising
waiting a fixed time after comparing the branding identifier to
the portion of the software product to compare the component
dependency information to the one or more aspects of the
software product.

25. A system as recited in claim 21, further comprising
repeating the comparing of the component dependency infor-
mation to the one or more aspects of the software product
multiple additional times, and deactivating the software prod-
uct in response to the comparison of the component depen-
dency information to the one or more aspects of the software
product one of the multiple additional times failing.

26. A system as recited in claim 25, wherein a first time
interval between a first comparison of the component depen-
dency information to the one or more aspects of the software
product and a second comparison of the component depen-



US 9,092,598 B2

17

dency information to the one or more aspects of the software
product is different than a second time interval between the
second comparison of the component dependency informa-
tion to the one or more aspects of the software product and a
third comparison of the component dependency information
to the one or more aspects of the software product.

27. A system as recited in claim 25, wherein each of the
multiple additional times comprises comparing a different
one or more aspects of the particular version of the software
product to one or more aspects of the software product on the
computing device.

28. A system as recited in claim 25, wherein each of the
multiple additional times comprises comparing a same one or
more aspects of the particular version of the software product
to one or more aspects of the software product on the com-
puting device.

29. A system as recited in claim 21, wherein one of the one
or more aspects comprises a setting in a registration store of
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an operating system of the computing device, and the com-
paring of the component dependency information to the one
or more aspects of the software product comprises determin-
ing whether the setting included in the component depen-
dency information is the same as the setting in the registration
store of the computing device.

30. A system as recited in claim 21, wherein one of the one
or more aspects comprises a presence of a particular module
of the software product, and the comparing the component
dependency information to the one or more aspects of the
software product comprises determining whether the particu-
lar module is present in the software product.

31. A system as recited in claim 21, wherein the branding
identifier comprises a string of characters that is present in the
particular version of the software product, but is not present in
any other version of the software product.
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